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QUESTIONS ON  
NON-GAAP MEASURES 

Outside the audited financial statements, 
company presentation of measures that  
do not conform to Generally Accepted  
Accounting Principles (GAAP) has increased 
in recent years. While non-GAAP measures 
can be useful to enhance analyst and  
investor understanding of a company and  
its performance, care must be taken to  
foster compliance with the regulations and 
guidance from the Securities and Exchange 
Commission (SEC). The SEC has established 
regulations specific to the presentation of 
non-GAAP measures in SEC filings and other 
company communications to investors, such 
as earnings releases. 

In May 2016, the SEC staff updated its compliance 
and disclosure interpretations (C&DIs)1 on these reg-
ulations.2 This guidance followed public statements 
made by various senior SEC staff members. In May 
2016, for example, SEC Deputy Chief Accountant 
Wesley R. Bricker noted that “company practices 
related to non-GAAP measures have caused concern.”3 
Bricker also stated “audit committees should pay close 
attention to the non-GAAP measures a company 
presents, including the required related disclosures and 
processes it follows to consider both the appropriate-
ness and reliability of the measures.”4 

In this policy context, there is an opportunity for audit 
committees to take a renewed look at their company’s 
presentation of non-GAAP measures. The Center for  
Audit Quality (CAQ) has developed this publication—
based on existing SEC rules and further informed by the 
updated C&DIs—to assist audit committees in this height-
ened scrutiny. The dialogue resulting from the questions 
in the publication will help refresh an audit committee’s 

understanding of how management is following SEC 
regulations, and understanding management’s purpose 
in presenting a non-GAAP measure, why it is being used, 
and whether it is reasonable and consistent. 

Non-GAAP financial measures are specifically defined 
in the SEC regulations,5 and it is important to note 
that not all non-GAAP information presented by com-
panies will meet the definition of a non-GAAP financial 
measure. While this publication focuses on questions 
to ask that are specific to non-GAAP financial mea-
sures, the spirit of these questions could also be useful 
in evaluating other non-GAAP information that does 
not meet the SEC definition of non-GAAP financial 
measures, but may be relevant to the audit commit-
tee’s understanding of the overall communications to 
investors relative to the company’s performance. 

This publication is not meant to provide an all-inclu-
sive list of questions or be seen as a checklist. Rather, 
it provides examples of the types of questions audit 
committees may ask of management and external 
auditors. Non-GAAP measures and other non-GAAP 
information presented will vary from company to 
company and industry to industry, and therefore each 
discussion will be unique and specific to the individual 
company. By providing sample discussion questions 
regarding transparency, consistency, and comparability 
of non-GAAP measures, the CAQ hopes to assist audit 
committees in asking questions to help determine:  
(1) that management is complying with the SEC rules 
and related interpretations to non-GAAP measures, 
and (2) that non-GAAP measures are aiding analysts 
and investors in understanding the business and its 
performance. Where applicable, individual questions 
include a footnote with reference to the related C&DIs 
that provides more guidance or additional questions to 
consider related to that particular question.

 A TOOL FOR AUDIT COMMITTEES
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TRANSPARENCY
Non-GAAP measures should be presented to supplement 
the GAAP measures, and their purpose and calculation 
should be clear to investors. Non-GAAP measures includ-
ed in filings with the SEC (e.g., Forms 10-K, 10-Q), or 
furnished to the SEC (e.g., press releases) should be clearly 
labeled as non-GAAP and not given any more prominence 

than their closest GAAP measures.6 Non-GAAP measures 
should supplement, not supplant, the GAAP measures. 
The following questions may help audit committees 
address the transparency of the company’s non-GAAP 
disclosures or whether improvement may be needed.  

1  What is the purpose of the non-GAAP measure? 
Would a reasonable investor be misled by the 
information? 

2  Has the non-GAAP measure been given more 
prominence than the most directly comparable 
GAAP measure? For example, an earnings release 
headline or caption that may present a non-GAAP 
measure without the comparable GAAP measure.7   

3  How many non-GAAP measures have been 
presented? Is this necessary and appropriate for 
investors to understand performance? 
 

4  Why has management selected this particular 
non-GAAP measure to supplement GAAP mea-
sures that are already established and consistently 
applied within its industry or across industries? 

5  Does the company’s disclosure provide substan-
tive detail on the purpose and usefulness of the 
non-GAAP disclosure for investors? 

6  How is the non-GAAP measure calculated? Does 
the disclosure clearly and adequately describe 
the calculation, as well as the reconciling items 
between the GAAP and non-GAAP measure? 

7  How does management use the measure, and has 
that been disclosed? For example, is the measure 
linked to executive compensation? 

8  Is the non-GAAP measure sufficiently defined and 
clearly labeled as non-GAAP? Could the title or 
description of the measure be confused with a 
GAAP measure? 

9  Are any of the “per-share” non-GAAP measures 
in substance per-share non-GAAP liquidity mea-
sures, which are prohibited, or could they be used 
as liquidity measures even if disclosed as a perfor-
mance measure?8

10  What are the tax implications of the non-GAAP 
measure? Does the calculation align with the tax 
consequences and the nature of the measure 
(i.e., performance vs. liquidity)?9  

11  Does the company have material agreements, 
like a debt covenant, that require compliance 
with a non-GAAP measure? Does the company 
disclose that?10 
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CONSISTENCY
According to a 2014 survey conducted by the University 
of Washington and the University of Georgia, 27 percent 
of companies disclosed non-GAAP earnings that exclud-
ed one-time losses but did not report adjusted figures 
for one-time gains.11 Audit committees should consider 

asking questions of management to determine whether 
non-GAAP measures are consistent indicators that pro-
vide accurate insight into a company’s performance—and 
not calculations solely aimed at showing the company in 
a favorable light.

1  Are the non-GAAP measures presented by the company balanced? Do the measures eliminate similar 
items that affect both revenue and expense, or do they only eliminate one or the other? 

2  Has the company presented this measure before? Has the company stopped presenting certain measures?

3  Has the method or nature of the inputs to the calculation changed since the last time presented?  
If so, why and have the comparable periods been revised consistently?

4  If the calculation has changed, are the changes adequately described? Is there a need to revise prior  
period measures for consistency and to avoid a potentially misleading presentation? Would they have 
been materially different such that the prior period calculations should be revised?12  

5  Is there a correlation between what the measure presents, and the company’s actual results? For  
example, if a non-GAAP measure presents positive growth, does that correlate with the GAAP results  
of the company? If not, have those differences been clearly communicated to investors? 

6  Have items characterized as nonrecurring, infrequent, or unusual occurred in the past two years?  
Are these items not reasonably likely to recur again in the next two years?13
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COMPARABILITY
There is no authoritative framework that defines the 
calculation of each non-GAAP measure. This enables 
the non-GAAP measure calculations to be tailored from 
one company to the next. The more tailored the calcu-
lation, the less comparable the measure may be across 

an industry. The less comparable the measure, the more 
confusing it may be to investors. Audit committees could 
consider asking the following questions to promote com-
parability of the non-GAAP measures presented.  

1  Do other companies present this measure or similar measures? If not, why is this measure important for 
this company but not its peers? 

2  Is management aware of differences in their calculation compared to other companies? Why are the 
calculations different? 

3  If there are differences from peers, is the disclosure transparent about how the measure is calculated 
differently than peers? 

4  Have any industry groups defined standard calculations that companies within the industry could follow 
in order to present more comparable measures to investors? 
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OTHER IMPORTANT QUESTIONS
Several procedural questions apply to all three categories—transparency, consistency, and comparability—set forth above.

1  Who in management is responsible for the oversight of non-GAAP measures? Does management  
maintain a policy on non-GAAP measures? Does that policy address the calculation, presentation,  
and disclosure of these measures?

2 Has the disclosure committee reviewed the non-GAAP measures? 

3  What is the source of the information used in the calculation? Are there adequate controls and oversight 
in place over both the calculation and disclosure of the measure?14   

4  How has management involved legal counsel on presentation and usage of non-GAAP measures and 
their compliance with SEC regulations? 

5  Has management monitored SEC speeches and comment letters regarding non-GAAP measures and 
considered those in making its own presentation? 

6  Is management aware of any others in the industry who have received an SEC comment letter about a partic-
ular non-GAAP measure, and, if so, have they considered that in reference to their disclosures as applicable?

7  Has internal audit been involved with non-GAAP measures? What feedback have they given management? 



QUESTIONS ON NON-GAAP MEASURES 

6

THE AUDITOR’S ROLE
SEC rules prohibit the presentation of these measures 
in the audited financial statements on which the auditor 
provides an opinion. However, they are often included in 
other areas of the annual and quarterly filings, such as in 
Management’s Discussion and Analysis. Public Company 
Accounting Oversight Board (PCAOB) standards require 
auditors to read and consider other information includ-
ed in documents that contain annual or interim financial 
statements. The rules refer to this additional information 
as “other information.” According to current PCAOB 
standards, the auditor is required to read the other 
information for material inconsistency with the financial 
statements, but is not required to perform any other 
procedures over this information in situations where no 
inconsistencies are identified. Non-GAAP information 

is also presented in information not filed with SEC for 
which the auditor has no responsibility (e.g., press releases, 
earnings presentations).

The auditor’s role with company performance measures, 
including non-GAAP measures, under current PCAOB 
standards was a topic of conversation at the PCAOB’s 
Standing Advisory Group (SAG) meeting in May 2016.15  
This discussion highlighted that some users may have a 
misunderstanding about the level of auditor involvement 
with non-GAAP measures. It was noted that in certain 
situations, at the direction of the audit committee or 
management, auditors may perform additional proce-
dures over these measures.

CONCLUSION
These questions are meant to spark a dialogue among audit committees, management, and auditors on the non-GAAP 
measures presented by companies. While no one question is a silver bullet, collectively they can assist audit committees 
in assessing whether the information presented to investors is meaningful and not confusing or misleading.

As such, audit committees should ask the following: What level of involvement do the auditors have with the  
company’s non-GAAP measures? What feedback have they given management? 
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APPENDIX: DEFINITIONS

COMPANY PERFORMANCE METRICS
These metrics consist of non-GAAP financial and other metrics and information presented by companies in their SEC 
filings, press releases, conference calls, and other information distributed by the company. 

NON-GAAP FINANCIAL MEASURES
The SEC defines a non-GAAP financial measure, often referred to as a non-GAAP measure, as a numerical  
measure of a registrant’s historical or future financial performance, financial position, or cash flow that  
(i) excludes amounts, or is subject to adjustments that have the effect of excluding amounts, that are included 
in the most directly comparable measure calculated and presented in accordance with GAAP in the statement 
of income, balance sheet, or statement of cash flows (or equivalent statements) of the issuer; or (ii) includes 
amounts, or is subject to adjustments that have the effect of including amounts, that are excluded from the 
most directly comparable measure so calculated and presented.16 A common example might be earnings before 
interest, taxes, depreciation and amortization (EBITDA).

As previously noted, the SEC recognizes that the use of non-GAAP financial measures may be useful to investors 
and has established regulations specific to the presentation of non-GAAP financial measures in SEC filings and other 
company communications to investors, such as earnings releases. The spirit of these regulations is that the non-GAAP 
measure should be a relevant and meaningful measure that does not mislead investors. A non-GAAP financial mea-
sure should supplement, not supplant, the GAAP measures presented. These rules require that non-GAAP financial 
measures be clearly labeled as non-GAAP and not be presented more prominently than the GAAP measure. 

OTHER NON-GAAP INFORMATION 
Companies could choose to present other information to investors that is not defined or directly determined 
under GAAP related to the strategic focus and future orientation of the company. Some of this information may 
be measures or metrics that do not meet the definition of a non-GAAP financial measure. These measures could 
include performance metrics, key performance indicators (KPIs), and other financial measures. Examples of these 
metrics include unit sales, number of subscribers, and number of advertisers. Other examples include metrics 
that are calculated using amounts partially derived from GAAP numbers (e.g., same store sales, revenue per 
subscriber). However, some of this non-GAAP information, such as integrated reporting or sustainability  
reporting, may not be a metric. 
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NOTES
1  See the C&DIs released by the SEC on May 17, 2016 http://www.sec.gov/divisions/corpfin/guidance/nongaapinterp.htm. 
2   The SEC rules applicable to non-GAAP disclosures are Regulation G and Item 10(e) of Regulation S-K. Regulation G is applicable to all non-
GAAP financial measures included in public disclosures made by registrants with any shares registered under the Securities Exchange Act of 
1934 (Exchange Act) or is required to file reports pursuant to the Exchange Act. Item 10(e) is applicable to any filing with the SEC under the 
Securities Act of 1933 (Securities Act) and/or the Exchange Act. Additionally, item 2.02 of Form 8K also has non-GAAP requirements. 

3  Wesley R. Bricker, “Remarks Before the 2016 Baruch College Financial Reporting Conference” (speech, New York, New York), Securities and 
Exchange Commission, https://www.sec.gov/news/speech/speech-bricker-05-05-16.html. 

4   Ibid 3.
5  See appendix for definition per the SEC regulations.
6   See question 102.10 of the C&DIs for 1) Guidance on information “furnished” to the SEC and 2) examples of non-GAAP disclosures that the 

staff would consider to be more prominent https://www.sec.gov/divisions/corpfin/guidance/nongaapinterp.htm. 
7   Ibid.
8   Non-GAAP liquidity measures are prohibited from being presented on a per-share basis; See question 102.05 of the SEC’s C&DIs:  

https://www.sec.gov/divisions/corpfin/guidance/nongaapinterp.htm. 
9   Adjustments to arrive at non-GAAP should not be shown net of tax, but as separate components. See C&DI question 102.11  

https://www.sec.gov/divisions/corpfin/guidance/nongaapinterp.htm. 
10  See question 102.09 of the C&DIs https://www.sec.gov/divisions/corpfin/guidance/nongaapinterp.htm. 
11    Dave Michaels. “SEC Cracks Down on Novel Earnings Measures That Boost Profits,” Wall Street Journal, April 26, 2016. Accessed May 24, 2016.  

http://www.wsj.com/articles/sec-cracks-down-on-novel-earnings-measures-that-boost-profits-1461870107. 
12  See question 100.02 of the C&DIs https://www.sec.gov/divisions/corpfin/guidance/nongaapinterp.htm. 
13  See question 102.03 of the C&DIs https://www.sec.gov/divisions/corpfin/guidance/nongaapinterp.htm. 
14   Note that a benefit of the Committee of Sponsoring Organizations (COSO) 2013 Internal Control — Integrated Framework is the ability to 

expand the application internal control beyond financial statement reporting.  
http://www.coso.org/documents/990025p_executive_summary_final_may20_e.pdf. 

15  See link to materials from PCAOB SAG meeting May 18-19, 2016: https://pcaobus.org/News/Events/Pages/SAG-meeting-May-2016.aspx. 
16  See Item 10(e)(2) of Regulation S-K, 17 CFR 229.10(e)(2) and Item 101 of Regulation G, 17 CFR 244.101.

ABOUT THE CENTER FOR AUDIT QUALITY
The CAQ is an autonomous public policy organization dedicated to enhancing investor confidence and public trust 
in the global capital markets. The CAQ fosters high quality performance by public company auditors, convenes and 
collaborates with other stakeholders to advance the discussion of critical issues requiring action and intervention, and 
advocates policies and standards that promote public company auditors’ objectivity, effectiveness and responsiveness 
to dynamic market conditions. Based in Washington, DC, the CAQ is affiliated with the American Institute of CPAs.

www.thecaq.org



 

 

 

 

 

 

 

 

 

 

 

 

 
CPAs and their public accounting firms are fostering a conversation to drive a market-based solution to evaluating 

cybersecurity risk management programs. This solution is intended to enhance public trust in the effectiveness of a 

company’s cybersecurity risk management program. 

 

Evolving Cybersecurity Risks 

Awareness continues to grow around the evolving cybersecurity threats to companies. Given the immense scale and complexity of the 

cybersecurity challenge, every sector of the global economy must do their part to promote cybersecurity resilience. 

 

The public accounting profession is in a strong position to play an important role in fostering instructive conversations about 

cybersecurity risk management, bringing to bear the CPA’s core values—including independence, objectivity, and skepticism—as well 

as the profession’s deep expertise and skills in providing independent evaluations in a variety of contexts. 

 

A Comprehensive Approach to Addressing Cybersecurity 

Risk Management Programs 

Entity-Level Cybersecurity Reporting Framework 
 

In response to growing challenges related to cybersecurity risk management, the American Institute 

of CPAs (AICPA)1 is developing a reporting framework that organizations can use to communicate 

useful information about their cybersecurity risk management program to a broad range of 

stakeholders. The entity-level reporting framework has three key components that can be used to 

assist boards of directors, senior management, and other pertinent stakeholders as they evaluate the 

effectiveness of their organization’s cybersecurity risk management program. The development of 

a reporting framework springs from the public accounting profession’s commitment to continuous 

improvement, public service, and increasing investor confidence. The profession is working to 

provide a common approach for evaluating cybersecurity risk management that could enhance public 

trust in the effectiveness of a company’s cybersecurity risk management program. The approach will 

be voluntary, flexible, and comprehensive. 

 

There are three key components of the reporting framework that can assist stakeholders in 

understanding an entity’s cybersecurity risk management program. 

 

 Management’s Description of the entity’s cybersecurity risk management program. This management prepared 

narrative description is designed to provide potential users with information about the entity’s operations, how the entity 

identifies its sensitive information and systems, the ways in which the entity manages the cybersecurity risks that 

threaten it, and a summary of controls implemented and operated to protect the information and systems against those 

risks. Management’s Description is intended to provide the context needed to understand the conclusions expressed 

by management in its assertion, and by the auditor in its report, about the effectiveness of the controls included in the 

entity’s cybersecurity risk management program. 
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 Management’s Assertion Management will also assert to the presentation of their management description, and that 

the controls implemented as part of the cybersecurity risk management program are effective to achieve the entity’s 

cybersecurity objectives. 

 

 CPA’s opinion on the description of the entity’s cybersecurity risk management program (i.e. completeness and  

 accuracy) and the effectiveness of the controls within the program to achieve the entity’s cybersecurity objectives. 
 

Independent Examination 
 

The public accounting profession believes that when an entity provides information to stakeholders—such as the board of directors or audit 

committees—to enable decision making, it is not enough to provide them merely with information. Decision makers need confidence that the 

information they have been provided is fairly presented. The third component described above in the AICPA’s approach to a cybersecurity 

risk management program framework, the CPA’s opinion, is the component that can enhance confidence that Management’s Description is 

fairly presented. CPAs will perform a cybersecurity risk management program examination (“examination”) in order to provide an opinion 

on Management’s Description and on the effectiveness of the controls implemented as part of the cybersecurity risk management program. 
 

The CPA Firm’s Role in Cybersecurity Risk Management 
 

Today, four of the leading 10 information security and cybersecurity consultancies are CPA firms. Many CPA firms have built 

substantial cybersecurity practices and capabilities that enable them to advise companies in all aspects of cybersecurity risk 

management. If CPA firms choose to perform the examination for companies, CPAs will work in collaboration with individuals at 

their firms who also have credentials related to information technology and security, often in addition to their CPA. These include: 

Certified Information Systems Security Professional (CISSP), Certified Information Systems Auditor (CISA), and Certified 

Information Technology Professional (CITP). Cybersecurity expertise and an understanding of controls will be required to complete 

the examination, and both are present in CPA firms. As multidisciplinary firms, CPA firms routinely provide a diverse range of 

services, beyond the financial statement audit. 

 

CPA firms also have quality control systems in place to monitor their engagement teams’ adherence to professional standards, and are 

subject to oversight by the profession through peer reviews, further ensuring that quality of the services delivered. 

 

Potential Benefits of the Proposed Cybersecurity Risk Management Framework 

There are a number of potential benefits to a market-based solution to evaluating a company’s cybersecurity risk management 

program. They include: 

 

 Flexibility—Companies, even within the same industry, are not identical. As designed, the proposed examination will 

be voluntary and principles-based. This flexible approach will provide companies and stakeholders with an evaluation 

of their cybersecurity risk management program in a manner tailored to their particular situation, and the evolving 

cybersecurity threats they face. 

 

 Common approach—A common and consistent approach, once established and accepted in the market, could 

potentially reduce industry and other regulatory compliance requirements that can (1) distract company resources away 

from cybersecurity risk management and (2) burden companies with checklist compliance exercises that are typically 

ineffective responses to advancing data security threats. Widespread market acceptance of the examination could aid in 

establishing a uniform, cross-industry approach to evaluating a company’s cybersecurity risk management program 

 

 Innovative and sustainable solution—The AICPA plans to adapt and advance the examination according to feedback 

from users in the marketplace, with an emphasis on identifying opportunities to enhance efficiency and reduce 

compliance burdens. 

 
 

 
1 The AICPA’s mission is to power the success of global business, CPAs, CGMAs and specialty credentials by providing the most relevant knowledge, resources and 

advocacy, and protecting the evolving public interest. The AICPA develops standards for audits of private companies and other services performed by CPAs. 
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Executive summary

Leaders everywhere face increasing risks for their organizations. 
These risks come from all directions — regulatory, cybersecurity, 
financial, global competition, litigation, etc. — and put every 
leadership position on the front lines of risk management. But not 
all risks are created equal. And not all organizations or executives 
have the same appetite — or tolerance — for these risks.

Balancing risks versus opportunities, or proactively viewing 
risk as a driver of opportunity, is a key component of 21st-
century strategic planning. Successful leaders will evaluate and 
implement risk management approaches that add strategic value 
to their organizations while prudently managing risks, thereby 
maintaining and enhancing competitive advantage.

To help executives plan for 2017 and beyond, Grant Thornton 
LLP deployed the Governance, Risk and Compliance (GRC) 
Survey earlier this year. It’s important to note that GRC typically 
isn’t a specific organizational department, but instead is a 
collaboration among many roles and functions (e.g., legal, internal 
audit, audit committee, finance, compliance). The GRC Survey 
assessed the management of GRC activities and processes across 
these roles and functions. This required input from a range of 
titles and builds upon the research we conducted on internal audit 
and general counsel roles in recent years. 

Major findings include:

• Strategic risks are rated as highly significant, yet GRC leaders 
are not focusing time and budgets on them in order to 
measure and mitigate these risks.

•  Many organizations say their GRC maturity levels are ad hoc 
or fragmented; these organizations have great opportunity to 
make changes to improve their levels. 

•  GRC leaders have not embraced the application of data 
analytics and technologies to GRC activities despite the 
benefits of these tools.

•  Third-party risks are still a threat, but other priorities have 
taken precedence over risk management activities.

Grant Thornton LLP is committed to helping executives and 
their organizations identify, prioritize, manage and monitor risks. 
Leaders can leverage this survey to optimize GRC activities and 
investments, and prepare for events commensurate with their 
organizations’ appetites for risk. 
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GRC awareness and 
management trends
A majority of executives are concerned about general (e.g., 
compliance, financial) and business-specific risks, including 
regulatory, cybersecurity, IT, market and competitive threats. Yet 
despite executives’ concerns, their ability to monitor, measure and 
mitigate these risks falls short (Figure 1). For example, although 
60% of executives report that cybersecurity risk is significant, 
only 43% measure and monitor it effectively — and just 46% are 
effective at mitigation.

Oddly enough, many risks that don’t particularly worry 
executives (e.g., tax, litigation) receive substantial management 
attention. Leaders may want to review how GRC resources are 
deployed, to:

• Balance investment versus threat levels

•  Share practices and resources from areas that are currently 
effective with those in need of assistance 

•  Coordinate risk perspectives throughout the organization (i.e., 
minimize siloed application of risk management)

•  Confirm that risks are rated appropriately, and receive 
corresponding levels of monitoring and awareness

•  Compare risk practices and performance metrics versus 
industry benchmarks

Strategic risk was rated the highest in significance of the general 
risks, yet executives rated effective measurement, monitoring and 
mitigation of strategic risk as the lowest. This suggests that GRC 
resources can do more to assist management and the board in 
assessing the appropriateness of the organization’s strategy and 
the risks to achieving its underlying strategic objectives. 



Figure 1
Risk concerns, measurements and mitigation 

General risks Significant risk level* Effective measurement and monitoring** Effective mitigation***

Strategic 64% 43% 50%

Compliance 59% 56% 65%

Operational 59% 50% 53%

Financial 55% 71% 71%

Business-specific risks Risk Measure and monitor Mitigate

Regulatory 63% 60% 64%

Cybersecurity 60% 43% 46%

Market 52% 46% 42%

Competitive 50% 44% 41%

IT 50% 44% 47%

Liquidity/credit 30% 58% 60%

Third-party 28% 35% 38%

Fraud/anti-corruption 27% 45% 53%

Litigation 19% 43% 49%

Supply chain 18% 38% 40%

Global expansion 17% 27% 31%

Environmental 15% 36% 40%

Tax 13% 44% 52%

*Rate 4 or 5 on a scale of 1–5 where 5 = significant risk.
**Rate 4 or 5 on a scale of 1–5 where 5 = highly effective at measuring and monitoring key risk indicators.
***Rate 4 or 5 on a scale of 1–5 where 5 = highly effective at mitigating risk.



Figure 2
Maturity level of governance, risk and compliance (GRC) activities 

Ad hoc compliance 12%

Fragmented/siloed                     
compliance 31%

Integrated organizational            
compliance 28%

Integrated organizational            
compliance with some value-added 
activities 22%

Value-adding integrated                   
organizational compliance 7%

12+31+28+22+7+D 

Risk capabilities and effectiveness

The survey results show that 43% of respondents are operating 
compliance efforts at an ad hoc or fragmented/siloed maturity 
level (Figure 2). This group of respondents has the largest 
challenge to move along the maturity model curve to become a 
higher-functioning unit. It is important that organizations work 
toward a higher maturity of GRC activities, including compliance, 
by striving for more integration with various compliance and 
GRC functions in the organization, greater communication, data 
sharing, and knowledge sharing that is unified in a plan, with 
measurable and repeatable results over time.

Some suggestions to improve maturity levels:

• Understand some of the limitations that are holding the 
organization in the lower levels of maturity.

•  Create a plan about how the organization’s groups will focus 
on compliance and GRC, as well as how the organization 
taken as a whole will strive to coordinate and collaborate 
across functions.

•  Measure progress against the plan and continuously           
make improvements.

•  Benchmark against higher-performing organizations and learn 
from what works well elsewhere.

•  Understand the appetite of management and the audit 
committee for greater collaboration, and sell the benefit of 
greater collaboration as foundational for greater risk coverage.

•  Utilize technology more effectively to create broader views 
and data sharing.

43%

48% spend                
just 5% of total 

revenues or less on     
GRC activities
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Figure 3
GRC investments — 2015 vs. 2014 

Increased significantly 11%

Increased somewhat 46%

Stayed the same 33%

Decreased somewhat 2%

Decreased significantly 1%

Not sure 7% 11+46+33+2+1+7+D 

Organizations spend 12% of total revenue (average) on GRC 
activities. Spending levels vary widely across organizations: 
48% spend just 5% of total revenues or less on GRC activities. 
Organizations generally increased their investments in GRC 
activities in 2015 versus 2014 (Figure 3).

GRC costs (by average percentage of GRC spending1) are 
allocated to the following risks:

• Financial risks — 28%

•  Compliance risks — 27%

•  Operational risks — 20%

•  Strategic risks — 13%

1  Averages will not sum to 100% because some survey participants answered 0% for all risk categories.

Figure 4
Focus of GRC activities 

2016 2015 2014 2013 2012 2011

Financial risks 3 2 3 3 4 4

Compliance risks 4 4 4 4 3 3

Strategic risks 1 1 1 1 1 1

Operational risks 2 3 2 2 2 2

Rated by importance with 4 = Most important, 1 = Least important.

These allocations generally correspond with organizational 
objectives for GRC activities (Figure 5). Yet operational risks 
seem to require investments that outweigh the level of worry 
they cause most executives. Looking again at strategic risk, the 
historically low percentage of GRC spending and low focus 
on strategic GRC activities (Figure 4) is concerning, as GRC 
organizations are trying to provide for strategic insight and 
value. There is a disconnection between wanting to provide more 
strategic insight and value regarding risk topics, and actually 
doing it. We saw in Figure 1 that strategic risk was rated the 
highest in significance of the general risks, yet executives rated 
effective measurement, monitoring and mitigation of strategic 
risk as the lowest. In addition, they aren’t investing or focusing 
heavily on the area. GRC teams have an opportunity to become 
more strategic and add value. They need to focus, prioritize and 
invest to improve the results. Where investment is not possible, 
GRC leaders need to look at ways to streamline and reduce 
existing costs, thereby finding efficient and effective ways to 
maintain existing coverage and increase coverages that add value 
to the organization.
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18%

Figure 5 provides those charged with managing and overseeing 
GRC prioritized activities to drive enhancement in GRC 
activities. While 61% say increasing focus on risk management 
is at the top, this can be viewed as a catch-all topic. Further 
down the list, greater levels of granularity become apparent. The 
additional top ways that organizations enhance GRC activities are 
refinement/improvement of enterprise risk management (ERM) 
programs, use of outside advisers or consultants, and use of data 
analytics, which will be discussed in the next section. 

31%

30%

30%

27%

26%

20%

18%

14%

12%

8%

7%

6%

61%Increasing focus on risk management

Refining/improving existing enterprise risk 
management (ERM) program

Engaging outside advisers or consultants

Implementing data analytics and risk modeling

Increasing GRC education and training

Strengthening GRC policies and procedures

Integrating GRC into operations and             
business strategy

Investing in GRC technology solutions

Increasing third-party monitoring and audits

Repurposing internal audit work toward 
compliance matters

Implementing ERM program

Conducting more internal investigations

Adding internal GRC personnel

Increasing supply chain monitoring and audits

Increasing actions against violators

None of the above

33%

33%

Figure 5 
Steps to enhance GRC activities* 

*Respondents were able to select more than one answer.



Application of data analytics and 
technology to GRC activities
About one-third of organizations are implementing data analytics 
and risk modeling to enhance GRC activities. But the use of data 
analytics/business intelligence for GRC activities remains modest, 
and organizations have opportunities to do far more (Figure 6). 
Surprisingly, reliance on data analytics did not vary based on the 
size of the organization:

• Less than $100 million revenue — 35% moderate or extensive use 

•  $100 million to $1 billion revenue — 35% moderate or 
extensive use

•  $1 billion or more revenue — 34% moderate or extensive use

Figure 6
Reliance on data analytics/business intelligence for GRC activities 

Extensive use 5%

Moderate use 29%

Some use 43%

No use 23% 5+29+43+23+D 

The adoption of data analytics by GRC leaders is low, and recent 
research specific to internal auditors also shows its use has largely 
been limited. With benefits such as streamlining the audit process 
and reducing fieldwork time, data analytics has the ability to 
transform GRC activities. Grant Thornton partnered with The Institute 
of Internal Auditors Research Foundation to help audit executives 
learn how to develop a plan to capitalize on data analytics 
technology and resources. People, process and technology are 
discussed, in that order, along with supporting maturity models, to 
provide useful targets for improvement in the use of data analytics. 
Visit www.gt.com/data-analytics to learn more.
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Data analytics is most beneficial for mitigating common risks 
— financial, operational, and compliance/regulatory — but 
one in five organizations also uses it to seek business insights 
and identify GRC weaknesses (Figure 7). Unfortunately, many 
organizations fail to recognize the value of data analytics for 
improving GRC activities — improving efficiency or effectiveness 
— or are unaware of the strategic value of analytic insights. For 
example, few executives see benefit in using business intelligence 
to monitor third parties or suppliers, despite the dangers these 
risks pose to an organization’s operations, reputation and brand. 
GRC leaders must educate their executives to show the true value 
in utilizing technology for efficiencies in the process and the 
ability to be able to expand coverage to areas that are critical to 
the organization.

Fifty-seven percent of organizations use data analytics for 
performance measurement, up from 45% in 2015; 26% use it 
for predictive analytics; and 17% for forensic analysis, which 
is down from 2015 (Figure 8). Overall use of data analytics has 
improved as the response of None decreased from 37% to 28%. 
The data trend shows that higher-level uses of data analytics, such 
as measuring performance and predicting a future outcome, is 
becoming more popular. These are the data analytics applications 
that excite senior executives as well, because they can derive 
benefits from the extensive data within the company in a forward-
looking way. Executives are seeing that data analytics will help 
organizations improve performance as a key driver. They are also 
utilizing data analytics in a preventive way, as opposed to using 
forensic analysis as an after-the-fact detection method.

29%

20%

19%

17%

17%

14%

9%

8%

6%

1%

47%Mitigating financial risks

Mitigating operational risks

Mitigating compliance/regulatory risks

Providing business/operational insights

Identifying GRC weaknesses                             
(e.g., financial controls)

Mitigating strategic risks

Improving the efficiency of GRC activities

Improving the effectiveness of GRC activities

Developing GRC strategy

Monitoring third-party compliance

Monitoring supply chain compliance

None of the above

Other

41%

32%

Figure 7 
Beneficial applications of data analytics* 

*Respondents were able to select more than one answer.

Figure 8
Functions for which data analytics is used*

Function 2016 2015

Performance measurement 57% 45%

Predictive analytics 26% 22%

Forensic analysis 17% 25%

Other 3% 5%

None 28% 37%

*Respondents were able to select more than one answer.



Figure 9
Leverage of technology to mitigate risks 

General risks 1 = no use               
of technology

2 3 4 5 = significant use    
of technology

Financial 5% 17% 33% 31% 14%

Operational 10% 16% 42% 23% 10%

Compliance 9% 25% 37% 23% 6%

Strategic 20% 29% 33% 15% 3%

Business-specific risks
1 = no use               

of technology 2 3 4
5 = significant use   

of technology

Cybersecurity 6% 13% 29% 33% 19%

IT 6% 13% 30% 34% 17%

Fraud/anti-corruption 14% 26% 37% 17% 6%

Regulatory 12% 19% 37% 27% 5%

Liquidity/credit 18% 23% 34% 20% 5%

Tax 21% 27% 34% 15% 3%

Market 17% 26% 36% 18% 3%

Competitive 21% 30% 33% 14% 2%

Third-party 24% 27% 36% 11% 2%

Litigation 27% 31% 33% 8% 2%

Supply chain 27% 26% 37% 8% 2%

Environmental 34% 29% 29% 7% 1%

Global expansion 38% 25% 28% 8% 1%

Almost half of companies are making good use of technologies 
for financial risk, the top target among general risks. Given the 
significance of strategic risk (Figure 1), there is opportunity to use 
technology to better manage strategic objectives. For business-
specific risks, cybersecurity and IT risks get high attention via 
technology. Yet many other threats receive little technological 
attention (Figure 9).

Leveraging technologies to address business-specific risks 
correlates with the size of the organization. For example, larger 
organizations significantly deploy technologies to manage specific 
risks over their smaller counterparts:

• Tax risk: 25% of organizations with revenues of $1 billion or 
more versus 11% of organizations with less than $100 million 
in revenue

•  Third-party risk: 20% versus 11% 

•  Litigation risk: 16% versus 4% 

•  Supply chain risk: 15% versus 9% 
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93% 98% 100% 60% 62% 58% 32% 34% 41% 9% 14% 14%

Use of third parties

Nearly all organizations participating in the GRC Survey conduct 
business with a third party (i.e., an individual or organization that 
is not a principal party to a legal transaction, unlike the role of 
a customer, supplier or contractor). A majority (60%) of these 
organizations maintain a comprehensive catalog/list of all third 
parties with which they conduct business, but 37% don’t have a 
full roster of third parties.

Awareness of third-party risk is important, but proactive 
management is even more critical. Unfortunately, many 
organizations fail at this: 21% don’t rate third parties by the risks 
they pose, and nearly half (41%) don’t audit any of their third 
parties (Figure 10).

Figure 10
Third parties audited by the organization 

All third parties 4%

Most third parties 9%

Some third parties 42%

No third parties 41%

We do not conduct business with 
third parties 4% 4+9+42+41+4+D 

Rating and auditing of third parties gets a bit more attention 
among larger organizations, but even those firms — which also 
are more likely to be using third parties — still could be doing far 
more to protect themselves (Figure 11).

Less than $100 million revenue 

$100 million to $1 billion revenue 

$1 billion or more revenue

Figure 11 
Third-party practices by organization size 

Use of     
third parties

Catalog/list 
all or most 

third parties

Rate all        
or most    

third parties

Audit all or 
most third 

parties



32%

43%

10%

1%

4%

Due diligence prior to a business relationship with a third 
party is the top way to manage third-party risk; yet one in 10 
organizations takes no steps to manage third-party risk (Figure 
12). Furthermore, the focus on third-party risk has decreased 
as the year-over-year data shows that overall efforts to manage 
these risks have dropped. GRC leaders are facing more pressing 
issues like cybersecurity, compliance costs, data analytics and 
others, with the result that third-party risk is perceived as having 
diminished significance.

2016

2015

Due diligence before entering     
business relationship

Requesting Service Organization 
Control reports from key vendors

Monitoring activities against       
contracts or agreements with      
on-site auditing

Including and using right-to-audit 
clause in contracts

Created/conducted a third-party 
risk assessment

No steps to manage third-party risk

Other

Figure 12 
Efforts to manage third-party risk* 

73%

81%

44%

50%

40%

65%

36%

55%

*Respondents were able to select more than one answer.

Awareness of 
third-party risk 

is important, but 
proactive management 

is even 
more critical. 

N/A
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GRC roles and skills

Organizations have full-time employees (FTEs) in a variety of 
roles dedicated to GRC activities:

• Internal audit FTEs — 10 average

•  Operational FTEs — 11 average

•  Legal FTEs — 5 average

•  Other FTEs — 8 average

Most GRC staff levels are likely to stay the same or increase in 
the next 12 months, with internal audit and operations leadership/
management most likely to increase (Figure 13).

Many executives cite skills shortages in their organizations for 
departments involved with GRC activities. Audit (43%) and 
operations leadership/management (38%) departments are most 
likely to experience skills shortages (Figure 14).

GRC leadership roles – chief compliance officer (CCO), chief audit 
executive (CAE), general counsel, chief risk officer, and similar – 
require unique skills and experiences; senior financial expertise, 
operations experience, audit experience and senior leadership 
experience are the top attributes for these roles (Figure 15).

Decrease >10%

Decrease 1–10%

No change

Figure 13 
GRC staff level changes in next 12 months 

Internal audit

Operations leadership/
management

Legal

Senior leadership

Security/loss prevention

Vendor/supplier    
management

Other

Increase 1–10%

Increase >10%

67% 21% 8%

75% 17%

64% 25% 6%

78% 15%

80% 9%

75% 17%

78% 16%

27%

27%

25%

20%

3%

43%Audit

Operations leadership/management

Security/loss prevention

Senior leadership

Legal

Vendor/supplier management

No departments with skills shortage

Other

38%

27%

Figure 14 
Departments with skills shortages* 

*Respondents were able to select more than one answer.



31%

4%

2%

19% A majority of organizations have GRC leadership with extensive 
experience in addressing general risks (Figure 16). The challenge 
for GRC leadership will be to address the lack of experience in 
addressing strategic risk since it was rated high in significance. 
Also, many lack experience in managing business-specific risks, 
such as third-party, supply chain and environmental issues.

62%

46%

22%

73%Senior financial expertise

Operations experience

Audit expertise

Senior leadership experience

Senior legal expertise

Board experience

International work experience

Tax experience

None of the above

Other

72%

65%

Figure 15 
Skills and experiences critical for GRC leadership roles* 

*Respondents were able to select more than one answer.

Figure 16
Organization’s GRC leadership experience 

General risks 1 = no experience 2 3 4 5 = significant 
experience

Financial 2% 7% 23% 36% 32%

Compliance 3% 6% 33% 33% 25%

Operational 4% 8% 33% 36% 19%

Strategic 4% 13% 37% 28% 18%

Business-specific risks 1 = no experience 2 3 4
5 = significant 

experience

Regulatory 3% 6% 28% 36% 26%

Liquidity/credit 7% 10% 31% 32% 20%

Litigation 7% 13% 35% 30% 15%

IT 5% 10% 37% 32% 15%

Market 6% 12% 40% 29% 13%

Cybersecurity 7% 12% 37% 32% 12%

Competitive 8% 13% 40% 29% 11%

Fraud/anti-corruption 6% 17% 41% 26% 10%

Tax 9% 17% 38% 26% 10%

Third-party 10% 18% 42% 24% 6%

Supply chain 17% 19% 37% 22% 5%

Environmental 20% 22% 37% 18% 4%

Global expansion 27% 18% 35% 17% 3%



CAEs, the audit committee, the CCO, and senior leadership are 
most effective in mitigating risks. (Figure 17).

The roles and functions most likely to add value to GRC activities are:

• Senior leadership — 69% of GRC Survey participants

•  Audit committee — 51%

•  Internal audit department — 47%

•  CCO — 41%

•  Board of directors — 37%

•  General counsel — 37%

•  CAE — 36%

Senior leaders and the audit committee rank high for both risk 
mitigation and their role in value-adding GRC activities. Other roles 
and functions, such as CAE and general counsel, are traditionally 
focused on monitoring and mitigation of risks, and may be viewed 
as less responsible for strategic, value-added activities. 

1 = not effective

2

3

Figure 17 
Roles and functions that mitigate risks* 

Chief Audit Executive

Audit committee

Chief Compliance 
Officer

Senior leadership

Chief Risk Officer

General counsel

Internal audit         
department

External audit-
support resources

Board of directors

Security/loss-      
prevention department

4

5 = highly effective

18% 44% 30%

*Responses may not total 100% due to rounding.

21% 42% 30%

20% 43% 29%

20% 45% 29%

24% 42% 28%

22% 46% 24%

29% 41% 22%

32% 35% 20%

31% 40% 19%

31% 38% 16%
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Call to action: Opportunities for 
GRC leaders to add value
Today’s corporate leaders are in business environments that are 
highly complex, increasingly competitive and ever-changing. 
They are faced with a broad array of risks that affect their 
businesses every day. It’s an ongoing challenge for every 
organization to balance risk versus opportunity, one unique to 
every entity based on size, industry, location, experience, etc. 
But regardless of risk tolerance (or aversion), every organization 
should add value to its GRC activities.

Align risk management and strategic planning
The survey shows that the GRC costs (by average percentage 
of GRC spending) are allocated over 50% to financial and 
compliance risks and only 33% to strategic and operational risks. 
There needs to be a more balanced alignment where strategic and 
operational risk is getting the attention it needs to support its 
corporate leaders and the goals of their business. Senior leadership 
needs to better align risk management and the strategic-planning 
process. This allows better understanding of the business risks 
and for heavy risk management functions like internal audit to get 
a seat at the table. They will be able to exert more influence within 
the organization and monitor strategic risk as it relates to the 
ability to meet the organization’s objectives.

Increase risk coverage efficiently
As businesses continue to be challenged, GRC professionals must 
find ways to not only cover their existing financial and compliance 
risks, but they must be able to increase their risk coverage across 
all facets of their organizations. They must consider how to 
reduce the overall costs of compliance in order to provide value 
on the strategic and operational side of their businesses. More 
organizations are moving toward an integrated approach to 
GRC (that is, looking for redundancies across the organizational 
platform in the GRC process, and aligning to a centralized or 
convergence approach to the overall GRC apparatus). 

Use technology
Many GRC functions, such as internal audit, are moving to a 
digital technology-based strategy. This will only increase due 
to the varied use of technology, and the availability of more and 
more data captured and used by the organization. GRC leaders 
will take advantage of data analytics and data visualization to 
reduce time and costs, and mitigate common risks — financial, 
operational, and compliance/regulatory. A well-defined data 
analytics program could allow more time to be spent on strategic 
and operational risks. Organizations may struggle to initially 
implement data analytics or find qualified professionals. But the 
outcome of efficiency and effectiveness overall is clearly worth 
the upfront challenges.

A unified, proactive and consistent approach can build stronger 
risk management programs while improving the bottom 
line. Successful leaders will evaluate GRC approaches that 
add strategic value while managing risks, thereby improving 
competitive advantage. 

There needs to be a 
more balanced alignment 

where strategic and 
operational risk is getting 

the attention it needs 
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About the survey

The Grant Thornton Governance, Risk and Compliance Survey 
was administered online in January and February 2016. The 
survey received 535 valid submissions from a mix of executive 
titles and roles familiar with GRC activities. Participants in the 
GRC Survey represented a range of organization types, sizes and 
industries in the United States.

Revenue*

Less than $100 million 34%

Between $100 million and       
$500 million 23%

Between $500 million and          
$1 billion 14%

Between $1 billion and $5 billion 21%

More than $5 billion 9%
34+23+14+21+8+D 

Organization type*

Private 39%

Public/listed 38%

Not-for-profit 18%

Government 4% 39+38+18+5+D 
Title*

CFO 18%

Chief Audit Executive or lead        
internal auditor 16%

Other internal audit title 13%

Board member, including audit 
committee and chairman 13%

Senior leadership title not listed 8%

President or CEO 5%

Chief Legal Officer, General      
counsel and in-house counsel 5%

Chief Compliance Officer 4%

Chief Risk Officer 3%

Other 14%

18+16+13+13+8+5+5+4+3+15+D 
Industry*

Banking/financial institutions 32%

Technology 10%

Manufacturing 9%

Health care 9%

Not-for-profit 6%

Professional services 6%

Higher education 5%

Energy 3%

Real estate 3%

Retail 3%

Other 13%

32+10+9+9+6+6+5+3+3+3+14+D 
*Responses do not equal 100% due to rounding.
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February 27, 2017

New York's Department of Financial Services Finalizes Cybersecurity
Requirements for Financial Institutions

On March 1, 2017, the New York State Department of Financial Services' (DFS) mandatory cybersecurity
requirements for financial services entities will become effective, with implementation to occur within 180 days (or by
September 1, 2017). The requirements broadly cover all entities operating under or required to operate under DFS
licensure, registration, or charter, or which are otherwise DFS­regulated, as well as, by extension, unregulated third­
party service providers to regulated entities. This not only includes state­chartered banks, licensed lenders, private
bankers, service contract providers, trust companies, and mortgage companies, but also foreign banks licensed to
operate in New York and any insurance company doing business in New York. It does exempt small companies, though,
including those with fewer than 10 employees, less than $5 million in gross annual revenue for three years, or less than
$10 million in year­end total assets.

The regulation delineates various minimum standards and requires a risk­based cybersecurity program tailored to each
company's specific risk profile. Significantly, the regulation requires covered entities to file an annual certification of
compliance with the regulation; Certifications of Compliance will commence February 15, 2018.

As discussed in a prior alert, DFS proposed similar regulations on September 13 of last year, but that set of regulations
elicited significant feedback. Still, the regulations require potentially significant changes and focus on cybersecurity for
many institutions.

Requirements

Generally, the regulation's requirements are focused on steps to increase security awareness and to encourage a risk­
based, holistic, and robust security program at covered entities. To ensure compliance, covered entities must implement
the following:

1. Risk Assessments: Periodic risk assessments that consider threats, particular risks to the entity, and an examination
of existing controls in the context of identified risk.

2. Cybersecurity Program: The creation of a cybersecurity program based on the periodic risk assessments and
designed to identify and assess risks; protect information systems and nonpublic information; detect, respond to, and
recover from cyber events; and fulfill all reporting obligations. The program must include annual penetration testing
and biannual vulnerability assessments. The cybersecurity program referenced here follows the general mandates of
those delineated in the NIST Cybersecurity Framework.

3. Cybersecurity Policies: The creation and maintenance of written policies and procedures for the protection of
information systems and nonpublic information and based on the risk assessment. These must include a written
incident response plan.

4. CISO: The designation of a chief information security officer to oversee the cybersecurity program.

5. Minimum Standards: Implementation of minimum cybersecurity standards, including systems designed to recover
material financial transactions following an event and audit trails to detect events, the institution of appropriate access
privileges, procedures for evaluating and testing the security of applications, multifactor authentication, data disposal,
mandatory cybersecurity awareness training, and encryption measures.
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6. Third­Party Risk Management: Implementation of a third­party risk management program, including a review of the
cybersecurity practices of those providers and periodic assessment and audit thereof.

These new requirements, which are the first of their kind, signal an increased focus on risk­prioritized and managed
cybersecurity.

Save the Date: On March 14, the article's authors will lead a discussion in Venable's New York City office concerning
conducting cybersecurity due diligence in M&A deals. Sellers and purchasers subject to this regulation should consider
such due diligence an important aspect of maintaining an appropriate cybersecurity program. Please email 
tfacey@Venable.com for more information on the program.

https://www.venable.com/NY
javascript:SendMail('tfacey','Venable.com');

	01 Title page - Risk Management Issues
	CAQ -- questions_on_non-gaap_measures_final
	CAQ --cybersecurity_how_cpas_are_addressing_10_28
	Governance Risk and Compliance Survey
	Venable LLP _ News  Insights _ Publications _ Newsletters _ Cybersecuri...

